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Disclaimer: 
 
The information in this Decision Paper is not to be treated by any person as 
any kind of advice.  The Energy Market Authority shall not be liable for any 
damage or loss suffered as a result of the use of or reliance on the information 
given in this Decision Paper. 
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1 Introduction 

 
1.1 The Gas Supply Code (“Code”) sets out the obligation of gas licensees to 

comply with the standards and procedures for the safe and reliable operation 

of the gas supply system.  

 

1.2 The Code also describes the rights and obligations of the gas licensees in 

respect of the conveyance of gas and provision of gas supply.  

     

2 Proposed Modifications 

 

2.1 EMA had proposed modifications to the Code to: 

a) enhance gas and power system resiliency by ensuring that gas metering 

stations supplying natural gas to generating stations are designed and 

operated in such manner that no single failure/outage shall cause any 

natural gas supply disruption to the generating station; and  

b) enhance the resilience of the gas system critical information 

infrastructures against cyber threats. 

 

3 Public Consultation   

 

3.1 Pursuant to Clause 1.6 of the Code, EMA had on 12 Nov 2018 sought written 

representations on the proposed modifications of the Code. Written 

representations from ExxonMobil Asia Pacific Pte. Ltd, Pavilion Gas Pte Ltd and 

SP Group, were received when the consultation closed on 10 Dec 2018. 

 

3.2 Appendices 1 and 2 set out the modifications to the Code (taking into account 

the written representations), and EMA’s response to the written representations 

respectively. 

 

4 EMA’s Decision 

 
4.1 EMA has carefully considered the written representations from the respondents 

and has decided to modify the Code as set out in Appendix 1. The proposed 

Code modifications will come into effect on 28 Mar 2019.  



 

  

Appendix 1 Proposed Modifications to the Gas Supply Code 

Modification Ref. 
No. 

Clause* Original Text Modification 

GSC/2018/1 1.3 New insertion “Critical Information Infrastructure (CII)” means a computer or computer system, 
as defined in the Cybersecurity Act 2018, that has been designated by the 
Commissioner of Cybersecurity. 
 

GSC/2018/2 1.3 New insertion “generating station” is as defined in the Electricity Act (Cap. 89A); 

GSC/2018/3 1.3 New insertion “meter installation” is as defined in the Gas Metering Code; 

GSC/2018/4 1.3 New insertion “meter owner” is as defined in the Gas Metering Code; 
 

GSC/2018/5 17.2 New insertion  

The preceding clause to 
be renumber accordingly. 

17.2 For meter installation supplying natural gas to a generating station, the 
meter owner shall be the gas transporter or the relevant gas shipper. 

 

GSC/2018/5 17.3 New insertion  

The preceding clause to 
be renumber accordingly. 

17.3 For meter owner referred to in clause 17.2, the meter owner shall ensure 
that its meter installation be designed and operated in such manner that no 
single failure / outage shall cause natural gas supply disruption to the generating 
station. 

GSC/2018/6 19.1 New insertion 

 

 

19.1 (i) Put in place adequate cyber security measures to ensure that designated 
Critical Information Infrastructures (CIIs) are properly maintained, operated and 
secured, so as not to compromise, or cause any adverse impact, to the security, 
reliability and stability of the gas supply system including interruption of gas 
supply due to inadvertent system or equipment failure, human error or through 
malicious actions of other parties. The cyber security measures shall include 
those described in Appendix 4. 

GSC/2018/7 19.1 New insertion  

 

Appendix 4: Cyber Security Measures 

External Connections and External Access 
1) Remove all non-essential connections between a CII (Critical Information 

Infrastructure) and any external system, and implement network segregation 

                                            
* With reference to the clause of the Gas Supply Code dated November 2017 as published on EMA’s website. 



 

  

Modification Ref. 
No. 

Clause* Original Text Modification 

for essential connections. 
2) For essential connections requiring only a 1-way data flow out of the CII, to 

put in place devices or systems that will ensure that only a unidirectional flow 
out of the CII is permitted. 

3) For essential connections requiring a 2-way data flow into/out of the CII to 
put in place a 2-way non TCP/IP serial communication link.  

4) Implement encryption for all site-to-site communications. 
5) Implement strict syntactic and semantic checks (of allowed data set) such 

that data entering the CII does not contain any commands that can alter CII 
operations. In addition, strong authentication mechanisms e.g. transmission 
security and message integrity should be implemented. 

System Lockdown 
6) Minimise the number of users with domain, system or local administrative 

privileges. 
7) Disable all unused input/output ports, all unused internal drives or media 

devices, and all non-essential Operating System (OS) services. 
8) Implement stringent controls on use of all removable media and laptops in 

CII environment. Any removable media used in the CII shall be authorised 
only for dedicated use between specific servers, workstations and end-point 
devices. 

Network and End-point Protection 
9) Monitor perimeter, network and security of the CII to detect any system 

anomaly. Cyber security logs including, but not limited to, system security 
logs, system health logs, devices/services activity logs and audit logs shall 
be kept for at least 18 months. These logs shall be piped to the Authority’s 
Sectoral Detection and Early Warning System (SDEWS) at intervals specified 
by the Authority. 

10) Install necessary firewalls, Intruder Detection System / Intruder Protection 
System (IDS/IPS) and network monitoring software. 

11) Application of whitelisting to prevent malicious software and other 
unapproved programs from executing. 

12) Install anti-virus on all servers, workstations and end-point devices of CII 
Systems and ensure the virus definitions are up to date. 

13) Ensure that all CIIs shall be regularly patched to resolve software 
applications and operating system vulnerabilities and that all patches are up 
to date. 



 

  

Modification Ref. 
No. 

Clause* Original Text Modification 

Governance and Operation 
14) CII Owners shall attain and maintain certification to ISO-27001 (or 

equivalent) for all CIIs. 
Others 
15) Any other measures or directives issued by EMA. 



 

  

Appendix 2 EMA’s Response to Written Representations 

Modification 
Ref. No. 

 

Clause* Written Representations EMA’s Response 

GSC/2018/1 
 

1.3 ExxonMobil Asia Pacific Pte. Ltd  
Under the Cybersecurity Act, the Commissioner of 
Cybersecurity could designate a computer system as CII 
if a “computer or computer system is necessary for the 
continuous delivery of an essential service” (and the loss 
or compromise of the computer system will have a 
debilitating effect on the availability of the essential 
service in Singapore). “Essential service” is then 
specified in the First Schedule as services tied to 
electricity generation, namely, (1) electricity generation, 
electricity transmission or electricity distribution services; 
and (2) services for the supply or transmission of natural 
gas for electricity generation. 
 
How broadly will this “electricity generation” classification 
be applied (e.g. only generators of a certain size)?  
 
Does this exclude sites where electricity generation for 
the grid is not the primary purpose of operations? 
 
As the measures required are very rigorous, our view is 
the designation of computers or computer systems as 
CII should be very selective. 

Concerted effort is needed to tackle the challenges 
brought about by the rapidly evolving cyber threat 
landscape. To this end, EMA and the Cybersecurity 
Agency of Singapore (CSA) have collectively worked 
out the requirements under the Cybersecurity Act which 
is aimed at safeguarding the nation’s interest by 
strengthening the protection of CIIs providing essential 
services. In this regard, the essential services relating 
to energy are tied to electricity generation which 
encompasses the entire electricity supply chain viz. 
generation, transmission, distribution and retail.  

 

All the components of the electricity supply chain were 
evaluated based on their criticalities to the continuity of 
essential services. The identification of CIIs is an all-
encompassing process which is not limited to 
generators of a certain size or sites where electricity 
generation for the grid is the primary purpose of 
operations. This is to ensure mission-critical systems 
are adequately protected against Cyber threats.  

 

There is an absolute need for the implementation of 
rigorous cybersecurity controls/measures for all the 
designated CIIs to minimise the risk of cyber-attacks, 
which if happen, will be detrimental to the national 
security, defence, foreign relations, economy, public 
health, public safety or public order of Singapore. 

                                            
* With reference to the clause of the Gas Supply Code dated November 2017 as published on EMA’s website 



 

  

Modification 
Ref. No. 

 

Clause* Written Representations EMA’s Response 

GSC/2018/5 17.2 ExxonMobil Asia Pacific Pte. Ltd  
How is this foreseen to work with arrangements, other 
than long term supply agreements with a dedicated gas 
shipper per meter, such as spot arrangements with 
multiple shippers delivering to a single meter? In such 
cases, who bears the responsibility under clause 
17.2(b)?   
 
Further, there could be a case where a gas end user 
without a shipping license is the owner of a meter skid.  
 
We would recommend considering broadening the 
ownership restriction to facilitate other commercial 
structures. 
 
Another point of clarification is whether this obligation 
only applies to new meter installations, or whether it will 
be retroactively applied to existing structures. 

 

Currently, all meter installation owners supplying natural 
gas to generating stations are either owned by the gas 
transporter or the relevant shippers. EMA is aware that 
there are gas end users who own meter installations. 
However, these meter installation owners would not be 
affected by this proposed requirement as their meter 
installations do not supply natural gas to generating 
stations. For spot arrangements with multiple shippers 
delivering to a single meter, the gas end user may work 
with the relevant gas shipper to own the meter 
installation. The meter owner will bear the responsibility 
under this new requirement.  
 
The proposed regulatory requirement does not interfere 
with the gas shipping business. The gas transporter 
would be required to own the meter installation if it is 
required by both the direct access customer (the gas 
end-user in this case) and the relevant gas shipper. This 
is foreseeable to work well with other commercial 
structures. The proposed regulatory requirement applies 
to both existing and future meter installation owners 
supplying natural gas to generating stations. 
 
For clarity, EMA has renumbered the proposed clauses 
17.2 (a) & (b), to clauses 17.2 & 17.3 respectively. 
 



 

  

Modification 
Ref. No. 

 

Clause* Written Representations EMA’s Response 

GSC/2018/5 17.2(a) Pavilion Gas Pte Ltd 
The proposed insertion requires the meter owner to be 
either the gas transporter or “a relevant gas shipper”.  
 
However, there could be multiple shippers tied to any 
particular offtake point. Moreover, there may be a 
scenario where existing meter owners who are also gas 
users and may not be a shipper themselves. 
 
We would appreciate if EMA could clarify how it would 
determine any entity as “a relevant gas shipper” and how 
the design responsibilities are transferred from the 
existing meter owners to a “chosen” gas shipper. We 
also are concerned about the additional burden of 
maintaining the meter. 

Currently, all meter installation owners supplying natural 
gas to generating stations are either owned by the gas 
transporter or the relevant shippers. EMA is aware that 
there are gas end users who own meter installations. 
However, these meter installation owners would not be 
affected by this proposed requirement as their meter 
installations do not supply natural gas to generating 
stations. 
 
The proposed regulatory requirement does not interfere 
with the gas shipping business. However, the gas 
transporter would be required to own the meter 
installation if required by both the direct access 
customer (the gas end-user in this case) and the 
relevant gas shipper. 

  
For clarity, EMA has renumbered the proposed clauses 
17.2 (a) & (b), to clauses 17.2 & 17.3 respectively. 
 



 

  

Modification 
Ref. No. 

 

Clause* Written Representations EMA’s Response 

GSC/2018/5 17.2 SP Group 
The ownership of meters installation has already been 
prescribed in the Gas Metering Code. Hence, it is 
proposed that Clause 17.2 be amended as follows to 
avoid inconsistencies between both codes 
 
17.2 (a) For meter installation supplying natural gas to a 
generating station, the meter owner as specified in the 
Gas Metering Code shall be the gas transporter or the 
relevant gas shipper. (b) For meter owner referred to in 
clause 17.2(a), the meter owner shall ensure that its 
meter installation be designed and operated in such 
manner that no single failure / outage shall cause natural 
gas supply disruption to the generating station. 
* brown text above are amendments made by SP Group 

 

The proposed regulatory requirement in the Gas Supply 
Code is to enhance gas and power system resiliency by 
ensuring that gas metering stations supplying natural 
gas to generating stations are designed and operated in 
such manner that no single failure/outage shall cause 
any natural gas supply disruption to the generating 
station. For clearer accountability, it is thus proposed for 
the gas transporter and relevant gas shippers to own 
the above-mentioned meter installations. The proposed 
amendments to the Gas Supply Code, does not 
contradict with the ownership requirement in the Gas 
Metering Code.   
 
EMA will retain the original wordings of the proposed 
modification. For clarity, EMA has renumbered the 
proposed clauses 17.2 (a) & (b), to clauses 17.2 & 17.3 
respectively. 
 

 

GSC/2018/5 17.2 Pavilion Gas Pte Ltd 
We support EMA’s initiative to ensure adequate cyber 
security measures for the Transporter, ORF Operator 
and Terminal Operator. However, other gas licensees 
might be impacted in the course of this compliance 
exercise. For example, a shipper’s IT system whom may 
be connected via B2B with the transporter’s GTSS 
system may be required to comply to the new measures 
as well. We are interested to understand these potential 
impacts. Nevertheless, we are of the opinion that any 
incremental costs and effort on such other licensees 
should be recoverable from the Transporter, ORF 
Operator or the Terminal Operator. 
 

Other gas licensees’s IT systems which are currently 
not a CII should do what is necessary to secure their 
system as cybersecurity should already be in place as 
part their business operation and maintenance. If any of 
their IT systems is connected to CIIs of the Transporter 
and Operators they should also implement relevant 
measures to prevent cascading of cyber threats from 
their IT systems that could eventually impact the CIIs. 
By following good cyber security measures/practices, 
companies will spend less overall in the long-run to fix 
cybersecurity issues.  



 

  

Modification 
Ref. No. 

 

Clause* Written Representations EMA’s Response 

GSC/2018/6 19.1 SP Group 
Disruption due to “inadvertent system or equipment 
failure, human error or through malicious actions of other 
parties” may not be limited to cyber security reasons. To 
make the intent of Clause 19.1(1) clearer, it is proposed 
that Clause 19.1(i) be amended as follows: 

 
19.1 (i) Put in place adequate cyber security measures 
to ensure that designated Critical Information 
Infrastructures (CIIs) are properly maintained, operated 
and secured, so as not to compromise, or cause any 
adverse impact, to the security, reliability and stability of 
the gas supply system including cyber security incidents 
causing interruption of gas supply due to inadvertent 
system or equipment failure, human error or through 
malicious actions of other parties. The cyber security 
measures shall include those described in Appendix 4. 
* brown text above are amendments made by SP Group 

EMA will retain the original wordings of the proposed 
modification as cyber security incident typically refers to 
malicious act while the intent of this new clause is to 
also mitigate against inadequacy of system design, 
human error during system operation and maintenance, 
etc. 



 

  

Modification 
Ref. No. 

 

Clause* Written Representations EMA’s Response 

GSC/2018/6 19.1 ExxonMobil Asia Pacific Pte. Ltd  
Given that the cybersecurity measures required of 
designated CIIs are extremely rigorous (e.g. ISO 
certification, removal of non-essential connections, etc), 
our view is that the designation of computers or 
computer systems as CII should be done on a very 
selective basis, to tailor the intended safeguards to 
systems that pose risks of sufficiently significant 
magnitude. 
 

Concerted effort is needed to tackle the challenges 
brought about by the rapidly evolving cyber threat 
landscape. To this end, EMA and the Cybersecurity 
Agency of Singapore (CSA) have collectively worked 
out the requirements under the Cybersecurity Act which 
is aimed at safeguarding the nation’s interest by 
strengthening the protection of CII providing essential 
services. In this regard, the essential services relating 
to energy are tied to electricity generation which 
encompasses the entire electricity supply chain viz. 
generation, transmission, distribution and retail.  

 

All the components of the electricity supply chain were 
evaluated based on their criticalities to the continuity of 
essential services. The identification of CII is an all-
encompassing process which is not limited to 
generators of a certain size or sites where electricity 
generation for the grid is the primary purpose of 
operations to ensure the mission-critical systems are 
adequately protected against the prevailing threats.  

There is an absolute need for the implementation of 
rigorous cybersecurity controls/measures for all the CIIs 
to minimise the risk of cyber-attacks, which if happen, 
will be detrimental to the national security, defence, 
foreign relations, economy, public health, public safety 
or public order of Singapore. 



 

  

Modification 
Ref. No. 

 

Clause* Written Representations EMA’s Response 

GSC/2018/7 19.1 SP Group  
Since the Gas Transporter is required to implement 
cyber security measures to ensure cybersecurity of its 
designated Critical Information Infrastructure (CIIs) (i.e. 
Gas Control and Monitoring System as well as Control 
System of Onshore Receiving Facility for Attap Valley 
and Sakra Natural Gas stations), we request a grace 
period of 1 months (until Jan 20) to fully comply with 
Appendix 4 of the Gas Supply Code. 
 
EMA has classified the Control Systems for Attap Valley 
and Sakra Natural Gas Stations’ Onshore Receiving 
Facilities for as CIIs on 15 Nov 18. The gas Transporter 
is currently engaging a consultant for the ISO 
27001:2013 Information Security Management System 
Certification. This will take approximately 9 months to 
complete upon tender award and another 3 months for 
the systems to stabalize. 
 
We understand that in the event of any inconsistency 
between Appendix 4 of the Gas Supply Code and the 
provision of the Cybersecurity Act, the Act shall prevail. 
 

The intention to make Gas Transporter CIIs (i.e. Gas 
Control and Monitoring System as well as Control 
System of Onshore Receiving Facility for Attap Valley 
and Sakra Natural Gas stations) were made known to 
SP since 7 Dec 17. Subsequent meetings were 
conducted on 17 Jan 18 and 23 May 18 to discuss the 
importance of designating the above mentioned 
systems as CIIs.  

 

We have also responded SP’s letter on 18 Jun 18 to 
reiterate that the designating of the Gas Control and 
Monitoring System as well as Control System of 
Onshore Receiving Facility for Attap Valley and Sakra 
Natural Gas stations as CIIs would ensure that 
appropriate cyber security measures are adopted in the 
management, operation and maintenance of these 
systems to protect them from cyber-attacks. CIIOs are 
to follow the timeline stipulated in the Cyber Security 
Code of Practice and the CIIO on-boarding package.  

 

If SP is unable to comply with any cybersecurity 
measure set out in Appendix 4 because of a conflicting 
provision in the Cybersecurity Act, SP should inform 
EMA immediately as and when such a situation occurs 
as failure to comply with the Gas Supply Code will 
constitute a breach of licence conditions and/or 
contravention of the Gas Act. 

 


